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# HELP node_cpu Seconds the cpus spent in each mode.

# TYPE node_cpu counter

node_cpu_seconds_totakcpu="0", mode="guest"} 0
node_cpu_seconds_totaKcpu="0", mode="idle"} 2.03442237e+06
node_cpu_seconds_totaKcpu="0", mode="iowait"} 3522.37
node_cpu_seconds_totaKcpu="0", mode="irg"} 0.48
node_cpu_seconds_totaKcpu="0", mode="nice"} 515.56

node_cpu_seconds_totaKcpu="0", mode="softirg"} 953.06
node_cpu_seconds_totaKcpu="0", mode="steal"} O
node_cpu_seconds_totaKcpu="0", mode="system"} 6605.46
node_cpu_seconds_totaKcpu="0", mode="user"} 23343.01
node_cpu_seconds_totaKcpu="1", mode="guest"} O
node_cpu_seconds_totaKcpu="1", mode="idle"} 2.03471439e+06
node_cpu_seconds_totaKcpu="1", mode="iowait"} 3633.5
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time-series EREBIVE)EFENRESINZFIN, {2 @=(vector)

= %time-series

N

J B8R FR(metrics name)F1—HAn % & (labelset)dp 3

node_cpu{cpu="cpud@" ,mode="1dle"}

node_cpu{cpu="cpud" ,mode="system" }

node_ loadl{}
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metric
http_request_total{status

http_request_total{status

http_request_total{status

http_request_total{status

http_request_total{status

http_request_total{status

i 7R A

1 sample ,

metric name %DT*‘?R-—'-' BIAE

"200" :
"200" :

E :
M float64 Y35

- sample
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Y labelsets
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', method
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method
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><-timestamp -><-value->
1@1434417560938 => 94355
@1434417561287 => 94334
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IIGET 1 7

IIGET 1 7
llGET 1 7

@1434417560938
@1434417561287

> 38473
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"POST"
"POST"

> 4748
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1@1434417560938
1@1434417561287
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api_http_requests_total{method="POST", handler="/messages"}
S
{__name__="api_http_requests_total", method="POST", handler="/messages”}

4 FhzEBYEY metrics:
Counter: HIZAG
Gauge: FJIER]E
Histogram#1Summary: ERA TSI D TR D 515
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Counter Z=#Y:

[HTTPIE K ERVIFKE
rate(http_requests_total[5m])
irate(http_requests_total[om]

//iF e =B 1089HTTPithilt

topk(10, http_requests_total)
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Gauge =84

/| BERERRZNIEIAS
node_memory_MemFree

//CPUREEMR T/ NINNER
delta(cpu_temp_celsius{host="zeus"}|2h])

/PN R Getig B == 8] 4N\ 2 R RO EIR G,
predict_linear(node_filesystem_free{job="node"}[1h], 4 * 3600)
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# HELP prometheus_tsdb_wal_fsync_duration_seconds Duration of WAL fsync.
# TYPE prometheus_tsdb_wal_fsync_duration_seconds summary

prometheus_tsdb_wal_fsync_duration_seconds{quantile="0.5"} 0.012352463

prometheus_tsdb_wal_fsync_duration_seconds{quantile="0.9"} 0.014458005

prometheus_tsdb_wal_fsync_duration_seconds{quantile="0.99"} 0.017316173
prometheus_tsdb_wal_fsync_duration_seconds_sum 2.888716127000002

prometheus_tsdb_wal_fsync_duration_seconds_count 216
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// prometheus chunk B )X & 4& B8 (8]

histogram_quantile(0.9, sum(irate(etcd_disk_backend_commit_duration_seconds_bucket{job="etcd"}
[5mY])) by (instance, le))

EE G5 e (FFP) 09th  90th W 50th W Ei9(d

etcd_disk_backend_commit_duration_seconds_bucket{en
etcd_disk_backend_commit_duration_seconds_bucket{en
etcd_disk_backend_commit_duration_seconds_bucket{en
etcd_disk_backend_commit_duration_seconds_bucket{en
etcd_disk_backend_commit_duration_seconds_bucket{en

etcd_disk_backend_commit_duration_seconds_bucket{en ' L L h e - e b . e e e e e . e e -

- e e e - - - - - TR R TR O ETTYTE O ETTTERE R E T

etcd_disk_backend_commit_duration_seconds_bucket{en

etcd_disk_backend_commit_duration_seconds_bucket{en

etcd_disk_backend_commit_duration_seconds_bucket{endpoint="metrics",instance="192.168.0.8:2379",job="etcd",le="0.128",namespace="kube-system",service="etcd"} 26590073
etcd_disk_backend_commit_duration_seconds_bucket{endpoint="metrics",instance="192.168.0.8:2379",job="etcd",le="0.256",namespace="kube-system",service="etcd"} 26590125
etcd_disk_backend_commit_duration_seconds_bucket{endpoint="metrics",instance="192.168.0.8:2379",job="etcd",le="0.512",namespace="kube-system",service="etcd"} 26590204
etcd_disk_backend_commit_duration_seconds_bucket{endpoint="metrics",instance="192.168.0.8:2379",job="etcd",le="1.024" ,namespace="kube-system",service="etcd"} 26590276
etcd_disk_backend_commit_duration_seconds_bucket{endpoint="metrics",instance="192.168.0.8:2379",job="etcd",le="2.048",namespace="kube-system",service="etcd"} 26590287
etcd_disk_backend_commit_duration_seconds_bucket{endpoint="metrics",instance="192.168.0.8:2379",job="etcd",le="4.096" ,namespace="kube-system",service="etcd"} 26590287

etcd_disk_backend_commit_duration_seconds_bucket{endpoint="metrics",instance="192.168.0.8:2379",job="etcd",le="8.192" ,namespace="kube-system",service="etcd"} 26590287
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alert: KubePodCrashLooping
annotations:

message: Pod {{ $labels.namespace }}/{{ $labels.pod }} ({{ $labels.container
}}) is restarting {{ printf "%.2f" $value }} times / 5 minutes.

runbook_url: https://github.com/kubernetes—-monitoring/kubernetes—-mixin/tree/master/runbook.md#alert—-name—kubepodcrashl
expr: |

rate(kube_pod_container_status_restarts_total{job="kube-state-metrics"}[15m]) * 60 x 5 > 0
for: 1h

labels:
severity: critical
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# Rule files specifies a list of globs. Rules and alerts are read from
# all matching files.

g lobal: rule_files:
# How fI [ - <filepath_glob> ...

[ SCrape # A list of scrape configurations.
scrape_configs:
[ - <scrape_config> ... |

How Lc
# Alerting specifies settings related to the Alertmanager.
scrape

alerting:
alert_relabel_configs:
[ - <relabel_config> ...
How fr alertmanagers:
evaluc [ - <alertmanager_config> ...

# Settings related to the remote write feature.

# The 1¢ remote_write: municating with

[ - <remote write> ... ]

# exterr iger).

exte rna] # Settings related to the remote read feature.
remote_ read:
[ <lat [ - <remote read> ... ]

€napiea). 1nis will diso reioaa dny conngurea ruie Ties.
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alert rules. (ZEreload EZESUH)
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ECE S0 global configs, remote read/write, scrape_configs, recording/
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® Operator 21\ : CustomResourceDefinition (CRD) + Custom Controller

® BH7F X Custom Resource Definitions (CRD) &1# Prometheus:

SEESEIN=g

- ServiceMonitor: T EIHE
- Prometheus: f=GIEFETE Prometheus Server SLf;
» PrometheusRules: i3 Recording Rules

® Y{a] T{E?

.+ 7£ K8s EEEf B Operatora

- Operator 151

% CRD fc&

3576172 Prometheus Pods
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ServiceMonitor

ServiceMonitor

Operator
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root@i-nsoydb08:~# kdBEZEl get crd | grep .

*monitoring.coreos.com

alertmanagers.monitoring.coreos.com 2019-03-20T05:50:09Z
prometheuses.monitoring.coreos.com 2019-03-20T05:50:09Z
‘prometheusrules.monitoring.coreos.com 2019-03-20T05:50:09Z
servicemonitors.monitoring.coreos.com 2019-03-20T05:50:09Z

root@i-nsoydb08:
|root@i-nsoydb08:

NAME

coredns

etcd

kube-apiserver

~3
~# kubectl get servicemonitors.monitoring.coreos.com -n kubesphere-monitoring-system
AGE
86d
86d
86d

‘kube-controller-nanager 86d

kube-scheduler 86d
kube-state-metrics 86d
kubelet 86d
node-exporter 86d
prometheus 86d
prometheus-system 86d

root@i-nsoydb08:

~

i I

A HL LP o LCLUILU: THIUUCIIVUC CPUu uLlllddatlivili.avydm
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9 Prometheus + K8S

Kubernetes Cluster

KubeSphere Ul

KubeSphere Monitoring & Alerting API

Prometheus Operator Prometheus AP

Prometheus HA Alerting

Prometheus StatefulSet-1 Prometheus StatefulSet-2
Alert Config Alert Engine Notification Engine

Node 1...N kube-state-metrics

Node Exporter cAdvisor/Kubelet
- K8S API Server
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® /y Prometheus operator &0 inode rule
https://github.com/kubernetes-monitoring/kubernetes-mixin/pull/126

® ;y Prometheus operator &A1& AF L ENEE query option , A5 Prometheus

Operator 0.27.0 hlxZ=HY feature Z—
https://qithub.com/coreos/prometheus-operator/pull/2194

® /y Prometheus crd 7/ toleration
https://qithub.com/coreos/kube-prometheus/pull/102
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e [E4 Prometheus HTTP API

GET /api/v1l/query?query=http_requests_total{method="GET"}

o ZMFEME: JIANE. =W G

e APIs in Kubesphere

GET /monitoring.kubesphere.io/cluster

GET /monitoring.kubesphere.io/namespaces/{namespace}

GET /monitoring.kubesphere.io/namespaces/{namespace}/pods



https://docs.kubesphere.io/advanced-v2.0/zh-CN/multi-tenant/intro/
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o —EfILEIN:

o JBLZE{ER. TTEFER PromQL B A Recording Rules;

o Drop JcH¥EMR;

o %4 Prometheus 3£fl, % THMEVREB#n;

o {3 Prometheus Operator 5, 3kE & Prometheus;

o query. storage HiFZ,

o [FZETE:

o EUEIEZt: remote write, W R1ZfE.

=R\ oy
o BEXmZ
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We're open sourcing

- https://kubesphere.io/

= https://qgithub.com/kubesphere/kubesphere



https://kubesphere.io/
https://github.com/kubesphere/kubesphere
https://github.com/kubesphere/fluentbit-operator

